
Today’s Ransomware 

Jul. 22, 2016 

1. Today, I’m rich. I’ve received four ransomware. 

- jsshim_E76DB.zip => INV000 5cbd.js 

- jsshim_2161.zip => AT00065AA.wsf 

- jsshim_1BB2C.zip => INV000 701.js 

- 4B73B_jsshim.zip => INV000 7cb2.js 

  
 

 



 

 

 

 

 

 

 

 

 

 

 



2. Victim under attack 

- Process : C:\login account\AppData\Local\Temp\tKnJ5B7b9.exe 

- Process : C:\login account\AppData\Local\Temp\Nc4uhjKNhLIbzucZ.exe 

- Process : C:\login account\AppData\Local\Temp\syDWZqJJQI13HdH.exe 

- Process : C:\login account\AppData\Local\Temp\Bn5TMCxzvZbJrmYT.exe 

 
 

 

 

 

 

 

 



 

 

 

 

 

 

 

 

 

 

 

 

 



3. Blocking by RansomFree® 

 
    

    

 

   

   

   

   

   

   



 

 

 

 



 

   

 

 

 

 

 

 

☞ TrojanCut® is blocking in real-time until the unknown ransomware. 

As you see the above, 

C&C server is changing all the time. 

77.222.54.202 RUSSIA 

176.111.63.51 UKRAINE 

185.117.153.176 RUSSIA 

194.1.236.126 RUSSIA 

 


