Today's Ransomware
Jul. 22, 2016

1. Today, I'm rich. I've received four ransomware.
- jsshim_E76DB.zip => INV000 5cbd.js
- jsshim_2161.zip => ATO0065AA.wsf
- jsshim_1BB2C.zip => INV000 701.js

- 4B73B_jsshim.zip => INV000 7cb2.js
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Pardon me for the delay in responding to vour last email.
Regarding vour inquiry. I am sending the financial statement attached.

Kindest regards,
Clemente Kidd
TOMCO ENERGY PLC

Phone: +1 (408) 263-09-60
Fax: +1 (408) 263-09-74 | B
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I am very sorry for the wrong data file you received from me

yesterday.
Attached is the fixed invoice

Tharnk you,

Rose Keller

NORMAN BROADBENT PLC

phone: +1 (584) 455-28-07

fax +1 (584) 455-28-13

Index: c89bIf099e6c5abfc784df2388bf0e0e2d4b04f486265a
e-mail: Keller.460(@pldtvibe.com
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Pardon me for the delay in responding to your last email.
Regarding vour inquiry, I am sending the financial statement attached.

Yours faithfully,
Kari Farley
Lebrecht Photo Library

Phone: +1 (297) 161-80-46
Fax: +1 (297) 161-80-21
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Financial statement
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AHAIZ] |()4B73B_jsshim.zip (139 KB) |

Pardon me for the delay in responding to your last email.
Regarding your inquiry, I am sending the financial statement attached.

Cheers,
Miranda Fry
Oxbridge Applications

Phone: +1 (834) 892-16-84
Fax: +1 (834) §92-16-64
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2. Victim under attack
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Process : C:#login accountWAppDatatlLocalWTempWNc4uhjKNhLIbzucZ.exe

Process : C:#login accountWAppDatatlLocalWTempWsyDWZqJJQI13HdH.exe

Process : C:#login accountWAppDatatLocalWTempWBn5TMCxzvZbJrmYT.exe
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3. Blocking by RansomFree®
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As you see the above,

C&C server is changing all the time.
77.222.54.202 RUSSIA
176.111.63.51 UKRAINE

185.117.153.176 RUSSIA
194.1.236.126 RUSSIA

= TrojanCut® is blocking in real-time until the unknown ransomware.



